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SEIMFEVENT causing great loss or misfortune

=YARroccurrence causing widespread destruction
= an :elistress

=) catastrophe
H:b -—;A grave misfortune
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- lelie oré aalness

EO55ESS| on of adequate armed forces,
REDStE al resources and potential,
SSPECIE IIy as a deterrent to an enemy
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Sleparedness-past, presentimg,
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SViSTcompliance, ICS, DHS/FEMA,
IOOLSHaPS, 6 P's, you play like you
SIECL ce T'TX's; protect people; protect
BYevenues; utility first responders; all
= = azards natural; unnatural; CBRNE;
cyber population; pandemic; CIP3

® [he raison d’etre...the reason for being
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IIEErTough Questionss

> |f rlot /94, Ugle)
> |f ploe mv When 7
,o_tstraps...who pulls them up?







\I plans are
;_d until the first
"~ Shot is fired” -

~ military maxim
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Oe ...until they're
|t” Mike Tyson
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SEVIAC Eederal Emergency,
Mmm =

PRSI grant money will be a33|gned by
Eejons = 8 Mich. State Police districts

= Ut -_"é need to be NIMS compliant
_--J'*'-‘i" WS = National Incident Management

_,-d-"

= System

-
—

> ICS = Incident Command Systems
e NRP = National Response Plan




NIIVISH

s elionalincident Management System
/—\OOJJH 1o all hazards
> |pligle 'event of an incident, you need a
Tgr 2| agement system to assist appropriate
~— — response
5—“‘:,
: :_-:N-II\/IS'
- FLOPAI: finance, logistics, operations,
planning, administration, investigation




ng-term goal of NIMS is to prowde
~ territorial, local, and tribal
ICtienS with a consistent
_ atlonal framework for all’ aspects
;-;__g;__' Fincident management. This framework
fshould be sustainable, flexible, and
~ scalable to meet changing incident needs
and allow for Integration of other
resources from various partners through
mutual aid agreements.




émergency preparedness grants
e All jurisdictions must comply with specific
performance-based metrics.
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SMEemEland Security Presidential Directive 5
dVenagement of Domestic Incidents”
Bylired that states, territories, local

| J,l dlctlons and tribal entities adopt the
aflonal Incident Management System
f (NIMS)
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SYASEpLEMmer 30, 2007, jurisdictions will
)& reqL red to comply with the EYO7 NIMS
fec ]L_LI_IG IENts to receive FYO8 emergency
pre: _'edness grants.
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ESNCOmpliantfirst
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I1) och torbe a NIMS compliant on-scene
istesponder, and, potentially be

eI rsed oy DHS/FEMA, the utility
| JJ ker needs to have completed, at a
_ ninimum, ICS 100 and ICS 700 Internet
': web-based training
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To: All GovEdalefs
Eross): Feds allEmergency Management Agency
DEWEEOCI0 el 23, 2006
PEEr Governor (last name):

r JETPUF pose of this letter Is to provide you and your staff

_,1 thimfermation on the National Incident Management

_':*-fSystem (NIMS) Fiscal Year (FY) 2007 compliance

. regquirements. The NIMS is our nation’s incident
management system, and implementation of NIMS
among all' jurisdictions and all levels of government must
e achieved as quickly as possible to ensure the security
of eur homeland. o | g
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. CDHJOJS_:F, on of ICS-100 by:
SREtry lex /el first responders and disaster workers
> FElgsie me SUpervisors
-i_-_tm ddle management
= command and general staff
- _Completlon of ICS 200 by:
_® First line Supervisors
* Middle management

* Command and general staff

1




NIVISH fO?@@iame) -

@ e Activities Reguired Compliance Actions
eas off Measure Guidance and Technical
e Resources Bold = “Tier 1”

- =7OO NIMS: An' Introduction.

- forr en of 1S-700 by:

- rr rr\ ] vel first responders and disaster workers
S Eist line supervisors

_-___-.'.-:*-v ddle management

5‘%} o * Command and general staff

- e —
cam—
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_* Allfpersonnel with a direct role in emergency preparedness, incident
management or response must complete this training.
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NIVIS*EY- 07-Complianc

NIIVISHmplementation Matrrx for
Jf.slf.&:‘f) and Territories (October 1,
2009 — September 30, 2007)

-u;'f- Hf =
Jitis . fema. gov/emergency/nims/ni
'-ms compllance shtm

— Click on FY 07 link
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http://www.fema.gov/emergency/nims/nims_compliance.shtm
http://www.fema.gov/emergency/nims/nims_compliance.shtm

. —Management by objectives

— Reliance on an Incident Action Plan
- — Chain of Command

— Unified Command

— Manageable span of control




e Each supervisor has a specific and limited
AuUMmber of positions reporting them




SONIVAND OPERATIONAL
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SAFETY
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LiasionN
OFFICER

INFORMATION
OFFICER

OPERATIONS PLANNING
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LOGISTICS
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FINANCE
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LOJAMS, POWEr outages, tornadoees, floods
> Ugjpletitgel

e
-_H

5 e

== Valevelent acts...6 modes of terrorism

= = CBRNE and cyber

— — Chemical, biological, radioactive, nuclear, explosive and
' - cyber

=
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CYBER

WARNING |

The system is either busy or has become unstable. Tou can walt and
see 1f 1t becomes awailable again, or you can restart your computer.

* Press any key to return to Windows and wait.

* Press CTRL+ALT+DEL again to restart your computar. You will
lose unsaved information in any programs that are runming.

Press any key to continue _
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test Medical Milestone si
ok rltlsh M@mal Journal

e
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Mifiereved sewage dispesal and clean

Wetelrsupply systems, which have reduced

JIBEAsES suich as cholera, was the

~ove rwhelming favorite of 11,341 people

GTldWIde who voted in a 2006 survey
conducted by the British Medical Journal.
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WALEIFSECUNITY, SUMmany;
SRelRgIeatest strenatin s oul: greatest
WEENIESSOUIFSUCCE
Siererpeople.. . what kind

SRl NEdemic

~ 9 slements of a security program

3 '-ﬂ" Xs: tabletop exercises

— & use emergency response plan to train
- EOC, first responders — police, fire
departments

e 800 mhertz radios In lieu of phones




"FLOPAI acronym
- I\/IDEQ Water Bureau Initiatives
e TANS: MDEQ Threat Email List




| DEQ - Emergency Response for Releases to Water - Microsoft Internet Explorer

File Edit Wiew Favorites Tools  Help |

= Back = =p ~ @ il | @Search [ 3] Favorites @Media @| %v = - @

Address |&] http:/juww. michigan.gov/deq/D, 1607, 7-135-3313_23420---, 00, htrrl | @Go |Lnks » & -

Michigan.gov
*i-i The Official State

of Michigan Websits

. ) ) . . Advanced
DES Home | ©Cnline Services | Permits | Programs | Sie Map | Cortact DEG Search Search

=k Frinter Friendhy Text Version IE Email Page A- AFTedt Size M Departments/Agencies

Emergency Response for leamm i watm' :g'f

Introduction to the Part & Rules - R5S Feeds
Spillage of Oil and Polluting DEGQ Quick Links

Materials.
Emergency I
»Response for = Emergency Response Part 5 Presentstion
Releases to Water = Slug Discharges Presentstion

Emergency Responge
Accouncements

s 21 Dec 05 DHS chemical plant requlation bill introduced. = iew Stary

Information

* Heporting Feleases Per Part 5 Fules

* EPA's Emergency Response Tabletop Exercises for Drinking YWater
and Wastewater Systems

«Wiater Bureau Pant & Rules/PIPF Staff IR
* Part 5 Bules Guidance Documents
* Emergency Fesponse Photo Gallery

Downloads Laws & Rules

* Options for Minimizing * Section 3115 of Part 31,
Ervironmental mpacts of Reporting IR
Freshwater Spill Response BE@ « Saction 31110 of Part 31 911

WD Civilian Support Team and Local Health Diept.
Presentation, hMAJ Awad B niotification EERE

0 | key topics * Spill or Release Report Form * Part 31 of Act 451

Pl ' o o ST o | el e | SIS A mrerr=. j

21 D [ mternet



| DE) - Water and Wastewater Security - Microsoft Internet Explorer

File Edit Wiew Favorites Tools  Help |

= Back = =p ~ @ il | @Search [ 3] Favorites @Media @| %v = - @

Address |&] http:/juww. michigan.gov/deq/D, 1607, 7-135-3313_23413---, 00, htrrl | @Go |Lnks » & -

= The Official State
f Michigan Website

. ) ) . . Advanced
DES Home | ©Cnline Services | Permits | Programs | Sie Map | Cortact DEG Search Search

=k Frinter Friendhy Text Version IE Email Page A- AFTedt Size M Departments/Agencies

Water and Wastewater Security Online Services

Hormeland Security Activities and Contracts

Due to terrorist attacks on September 11, 2001, and
recent federal legislation and state authorizations,
the Michigan Department of Environmental Guality
(MDEG], Water Bureau 0WE), actively participates in
numerous Infrastructure Security Program activities.
The federal Public Health Security and Bioterrarizm
Preparedness and Response Act of 2002
[Bioterrorizm Act) requires drinking water systems
to comply with requirements by certain dates az a
part of the nation's homeland security efforts. Read
mare and view recent Powerpaint Presentations.

~—x_EnviroFlas

Information

¥eur Erviranmental News Flash

* 8 Requirements of Bioterrorism Act

* EPA Security Guidance for Drinking YWater Facilities

* Eacy-to-read Surmmary of the Bioterrorism Act of 2002 B

, Water and . * Homeland Security Presidential Directives (HSPD) Index
Wastewater Security |gg Instructions on sending your WAERP to EPA I

* bl FOLA WYater Security Information Palicy

* Mational Alert Status - Departrment of Homeland Security

+ Safe Drinking Wyater Act Felony IR

* Table Top Design, Train-the-Trainer Course Student Beference
haterials

* Threat Advisory Motification System [TANS] ndex
* Wiater Security Photo Gallery

W0 atar Cacarite ZDoraeait NS Pracantatinne

21 D [ mternet




DEQ - Threat Advisory Motification System &91;TANS&#93; Index - Microsoft Internet Explorer

File Edit Miew Favorites Tools  Help

HBack + = - ) i | ‘Chsearch [E]Favorites  ElfMedia ®| v S ~ o

Address IE:I hkkp: e, michigan.gow/deaqf0, 1607, 7-135-3313_23413-111610--,00.kkml

£

nvironmental Quality

tichician.qov Home LEQ Home | nline services | Bermits | Proarams | site Map | Contact DEQ
— =k Frinter Friendhy Text Wersion E Email Page &A- At Test Size
B WATER Threat Advisory Notification System [TANS]

_Bi C [ndustrial Index

TAMS (Threat Advisory Motification System) is a controlled email
distribution system, maintained by the Michigan DEQ Security
Coordinator, and is utilized to periodically distribute security documents
pertaining to water and wastewater systems and installations. Mote:
Many of the attachments can nat be posted publicly due to For Official
Uge Only status.

adeline For TAMS mailing list additions, remowvals, and revisions, please contact
Laura Smith (smithla3@@mi. gov) via email.

Listed below are the TANS notices sent to date.

1. TAMS #1 To advise Michigan Public Water and Wastewater
Officials Of National Threat Level Coverage, December 22nd,
2003

2. TAMNS # To forward USEPA Water and Wastewater
Guidance, December 29th, 2003

Water and 3. TAMS #3 To advise Michigan Public Water and Wastewater

Wastewater Security Officials of National Threat Level Change, January Sth, 2004

4. TAMS #1 - Emergency Preparedness Guide To forward FEMA
Fire and Fire and Emergency Services Preparedness Guide
for the Homeland Security Advisory System, February dth,
2004

5. TAMS # To forward the Internet Weh Address for the
National Defense University Poster Entitled "Coping with an
Attack: A Quick Guide to Dealing with Biological, Chemical,
and "Dirty Bomb" attacks™; and to forward joint DH5-FBI
informational bulletin entitled "Potential Threats to Great
Lakes Area” Dated 3/19/04, March 15th, 2004

| @eo | Lirks >

e The Official State
of Michigan Website

Ad d
ISearn:h Eearch -
M Departments/Agencies

M Online Services

M RSS Feeds

Related Content
ahl n, Train-the-

" e Internet




| DEQ - Homeland Security Presidential Directives (HSPD) Index - Microsoft Internet Explorer

File Edit Wiew Favorites Tools  Help

EBack » = - () it | ‘Qhsearch  [&]Favorites  ({fMedia ®| e S - X3

Address I@ hktpsf e, michigan.govdeq/0, 1607, 7-135-331 3_23413-115252--,00. html

| @G0 |Links »

Michigan.gov
*i-i The Official State

of Michigan Website

) ) . . Advanced
DES Home | ©Cnline Services | Permits | Programs | Sie Map | Cortact DEG Search Search
=k Frinter Friendhy Text Wersion E Email Page A- A*Text Size M Departments/Agencies

— U3 Homeland Security Presidential Directives
SR SEIEUEE  (HSPD) Index Msurveys

Homeland Security Presidential Directives record and communicate Related Content
presidential decisions about the homeland security policies of the United ole Top Design, Train-the-
States. The following directives provide guidance or outline framewark for
public water systermn security.

« HSPD # Management of Domestic Incidents, February 25th,
2003

+« HISPD £ Critical Infrastructure ldentification, Prioritization,
and Protection, December 17th, 2003

« HSPD #5 National Preparedness, December 17th, 2003

« HSPD #1 Defense of United States Agriculture and Food,
January 30th, 2004

Water and

>Wastewater Security

l_ l_ l_ [ & Irkermet






NBISedY knows the courage,
pPeance and impact ofi the
SECIIICES Made by Todd Beamer,
Je'f'f:éi Glick, Thomas Burnett Jr.,
and others aboard United Airlines
= —= _gﬁt 93, Sept 11, 2001.

"T he terrorists planned to crash
"~ the plane into the U.S. Capitol

Todd Beamer
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Humr Natur E&. J"’"

SYOU don't Know
WWhat you have

’Untll you don't
nave It.




Bficane Katrina: we canit
orérIJrr-,-;ﬂliy-\f\e can| prepare
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Human Population Growth Since 1 A.D.

100 200 300 400 500 e00  TOO 800S00 1000 1100 1200 1300 1400 1500 1800 AVOD 1800 1800 2000
YEAR
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- Sw,Jr Vi should be pursued on an all
mgugr.rga approach

SMlalevolency, weather, juvenile
= mquency outages

= Dual LiSe or purpose applications: e.d.,
“SCADA / video / real time monitoring for
operations and security/ peak shaving use
of emergency generator
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FlPandemic..
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SDIIENO the construct of the world, an
]nflugrr/"é‘ pandemic Is likely at some point
I) _Uture
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purc'.:l-:' andiinstallatienrel equipment for
PN ol Intruders;

i

ichase and installation of fencing, gating,
o securlty cameras;

__.__@) s ramper proofing of manhole covers, pressure
== Jeﬁucmg valves, and remote facilities;

- _:__._-

_74) the re-keying of doors and locks;

Iemeﬂw




Waler Security Elements
Eoprd) !"_ ——

v fif—

R
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GYNINPIOYEMENLS tor electronic, computer, or other
lOMALEd systems and remote security systems;

GYNPzlticipation in training programs, and the purchase of
ieining manuals and guidance materials, relating to
SSECUNILY against terrorist attacks;

— e
= __-. —
Ly .-'._

7). improvements in the use, storage, or handling of

ki
= -

~ various chemicals; and

—

‘

!

1110

~(8) security screening of employees or contractor support
Services.
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©)Change practices,

¢Je) icies and

s rocedures that
Would enhance
Security.




MEGmElanc Security President! N
PIFECHIVE (HSPBT—# 8...[12/17/03]

=)

IEREI IS ESPONUEIT N ENENST IO tOSE TN
WideNI the early stages ofi an Incident are
[ESPERSIBIE for the protection and preservation of
e prepernty, evidence, and the environment,
ACH ding Emergency response providers as

= — de ined in section 2 of the Homeland Security Act
— *'bf2002 (6 U.S.C. 101), as well as emergency

‘management, public health, clinical care,

, and other skilled support personnel (such
ds equipment operators) that provide immediate
support services during prevention, response and
fecovery operations.

javals




Semeland Security Presidentials o
Bifestive (HSPD)# 9., [1/30/04]

S s effort will include countermeasure
resee zhrand development of new
e 0ds for detection, prevention
snoeloegies, agent characterization, and
;;__;.-.- ese response relationships for high-
= consequence agents in the food and the
“water supply. (emphasis added) ..




ANz R
RshicVater and Wastengﬂ_(_)fﬁuals @A

r J[Jd. e Advisory. Notlflcatlgn System [TANS] Notice # 27

I ESEIBNECAVEICMEEN AEBYOANIVIS GompliancelMEeticsiFact

SHEERAUNESIFIDS 75 & G
¥

L, FriE errwrr ZNCY preparedness programs of public utilities, drinking
WalEiRandiwastewater systems, should include awareness of and
sOIPlIIANCENWItA, asS appropriate, the National Incident Management
S\/SLENr (NIMS) of the Federal Emergency Management Agency
(==Y ) efithe US Department of Homeland Security (DHS).

== /'“E;: e Michigani Department of State Police (MSP), along with local
'*"'—’V SPdistricts/regions, will be working with your county local

= emergency planning coordinators (LEPC's) in implementing NIMS
~and ICS (Inecident Command System) programs in your locales as a
part off DHS funding and emergency management.

3. By way of background, Homeland Security Presidential Directives
(HPSD) # 5 and 8 are attached. HSPD # 5 is titled Management of
Doemestic Incidents, and HSPD # 8 is titled National Preparedness.

_—




VWIIEINS Vu{rl’-lg@l':)iJityﬂAeMnﬁ"

o —

SiRerability Assessments evaluate water
gieiastewater systems’ susceptibility to
PELETT tial threats and identify corrective
-zl ns that can reduce or mitigate the
1§k of serious consequences from
adversarlal actions.
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SWAIREMERGENCY Response Plan IS a pProcess

WHICHRdeserbes actions, procedures and

2@lipment which can prevent or

jéc‘ u"lcantly lessen the impact of terrorists’

- iiacks or other malevolent acts on the
Wastewater system.

1!.!




TTXs Fﬂ*Xs-!' R—

B VSiliablestopiExercises
— P;ﬁ faces to names and develops local
experience

| 1ses awareness of potential ISSUES
ErXs Field training exercises

— Equipment & personnel mobilized and used

_—n-'_-_
e
—

e -
;__" .-.-l'-'-.-_._
-— e

i
-

= . Suggest annual exercise

— ‘Use It” or ‘lose It’ concept — commitment to
emerg. response integrity




(X0rceptiRartnerships

SNIMPontant tornave as many partners
gitie table WNO understand the
[iportance of the water

—

el .

- -'"J-'— __.... :-r_
= __'._'__._-'.
_FI"
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— stem and are useful to assisting
~_your system meet its mission.
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SPAConcept: Uniformeme

SISt RESponders, eg, Pollce and Eire
L) JE Il need to be used In the event

'f el Irerist act.

= 1ftary eg, the Michigan Army National
_, Guard 51 Civil Support Team, are

: ‘needed in the event of weapons of mass
destruction (WMD) terrorist attack.

B
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IBCE/ERP: Use to tramrEOC, staff, PD, FD
. 900 m'w ahertz radios allew comms

JJol en/contalnment/mvestlgatlon

'L “3*“CST

= Reverse 911 using GIS

i{L t\',‘
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JRPASEIESSOns, learnt Ed.(W

SAllIcTNOL as familiar w/ ‘do not drink’,
‘clo) not USe" notices as they are w/ ‘boil
Water 2 advisories’

J;f: = Cénary’ IS people on the distributed
,H ater

—

—
e =
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MILITARY

Submit Advance

— Weapons of Mass Destruction Civil Support Teams

] ctil
ntroduction In a commencement address at the U.S. Maval Academy in May 1998, President Bill Units
Clinton announced that the nation would do more to protect its citizens against the
growing threat of chemical and biological terrarism. As part of this effort, he said, the
Departrment of Defense would form 10 teams to support state and local authorities in
the event of an incident invalving weapons of mass destruction.

Systems
Facilities
: 1stWMD CST [MA MG] - Matick

2nd WMD CST [NY MG] - Scotia

3rd WMD CST [PANG] - Annville

4th WMD CST [GADOD DJO]

5th WMD CST [IL MG] - Bartonwville
fith WMD CST [TK NG]

Tth WMD CST [MO NG]

Sth WMD CST [CO NG]

ath WMD CS5T [CANG]

10th WMD CST [WA NG] - Tacoma
11th WMD CST [ME NG]

13th WMD CST [RI NG]

14th WMD CST [CT NG]

15th WMD CST VT NG]

21st WMD CST [MNJ NG]

22nd WMD CST [PR NG] - San Juan
23rd WMD CST [VI NG] - St Croix
31st WMD CST [DE NG]

32nd WMD CST [MD NG]

33rd WMD CST [DC MG]

34th WMD CST [VA MG] - Blackstone
35th WMD CST WV NG] - 5t Albans
41st WMD CST [KY NG] - Louisville
42nd WMD CST [NC NG]

43rd WMD CST [SC MNG] - Eastover
44th WMD CST [FL NG] - Starke
45th WMD CST [TH NG| - Smyrna
46th WMD CST [ﬁ.L MG] - Montgomery

Industry
Operations

- The WMD Civil Support Teams were established to deploy rapidly to assist a local

incident commander in determining the nature and extent of an attack or incident;
provide expert technical advice on WWD response operations; and help identify and
Hews support the arrl'u'al of follow-on state and federal military response assets. They are joint units and, as such, can
Reports consists of both Army MNational Guard and Air Mational Guard personnel, with some of these units commanded by Air
Mational Guard lieutenant colonels.

Hot Documents

Policy

Budget The mission of Weapons of Mass Destruction Civil Support Teams (WMD-CST) is to support local and state

Congress authorities at domestic WMD/NBC incident sites by identifying agents and substances, assessing current and
Links projected consequences, advising on response measures, and assisting with requests for additional military support.

The WMD civil support teams are able to deploy rapidly, assist local firstresponders in determining the nature of an
Intelligence aftack, provide medical and technical advice, and pave the way for the identification and arrival of follow-on state and
federal military response assets. They provide initial advice on what the agent may be, assistfirst responders in that
Homeland Security detection assessment process, and are the first military responders on the ground, so that if additional federal
resources are called into the situation, they can serve as an advance party that can liaise with the Joint Task Force Civil
Support.

Public Eye The units provide critical protection to the force, from the pre-deployment phase of an operation at Home Station
through redeployment. They ensure that strategic national interests are protected against any enemy; foreign or
domestic, atternpting to employ chemical, biological, or radiological weapons - regardless the level of WMDIMNBC
threat. They are a key element of the Department of Defense's overall program to provide support to civil authorities in
the event of an incident invalving weapons of mass destruction in the United States.

They maintain the capability to mitigate the consequences of any WMDI/NBC event, whether natural or man-made. They
are experts in WMD effects and MBC defense operations.

53rd WMD CST [IN NG]
Bdth WMD CST [WI NG]
55th WMD CST [MMN NG] - St Paul
615t WMD C5T [AR NG] - Little Rock
62nd WMD CST [LA NG] - Canville
G3rd WMD CST [OK NG]

G4th WMD CST [MM NG] - Santa Fe

Search globalsecurity.org for “Weapons of Mass Destruction Civil Support Teams”
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Andrew Kehoe detonated 500 pound of

e Ba ommunity Consolidated Schools in mid-
| an Killing 37 children and 7 adults. Fifty others were
red. This was the worst act of terrorism in the United

es until the Oklahoma City bombing.




n April 19T 1995, Timothy
McVeigh parked a rented Ryder
truck with explosives in front of the
Alfred P. Murrah Federal Building
complex and, at 9:02am, a massive
explosion occurred which sheared
the entire north side of the building,
Killing 168 people.
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— Canaries

—  Technology
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— Evolving

— Real-Time Monitoring
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Oklahoma City National Memorial
Site of Murrah Federal Building
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